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PiBHeHCBKHIT €KOHOMIKO-TYMaHITapHUI YHIBEPCUTET

@®opMyBaHHs B CTY/IEHTIB BUIIUX HABYAJILHHX 3aKJIa/1iB YMiHb T2 HABUYOK
po3uiupeHoro kondirypysannsi onepauiitnoi cucremu Microsoft Windows XP
METO/IOM 0€3M0cePeTHBOr0 pelaryBanHs CHCTEMHOTO PEECTPY

VY BHIMX HaBYAIBHUX 3aKiajaX CTYACHTH, BUBYAIOUM Kypc «OmnepamiifHi CUCTEeMH», 3TiJHO OCBITHBO-
npodeciiiHoi mporpaMu MiATOTOBKM OakajaBpa, MMOBHUHHI BOJIOJITH CYYaCHUMH METOJaMH e(pEKTUBHOTO
JIOCTYIly, CHCTeMaTH3allii Ta 30epeKCHHS JaHWX, BUKOPUCTOBYBATH METOAW 1MeHTHdiKaIlii Ta kiacugikaii
JaHHUX 3a JIONOMOI'OI0 MPOTrpaMHUX 3aco0iB, BMITH HPOEKTYBaTH iH(oOpMalliiiHi MOTOKU IJIsI KOMIT FOTEPHUX
CHCTEM, BH3HAYaTH MPHHIUIH opraH13au11 iHpopmaniiiHoro 3abesneyenHs iHPOPMAUINHUX CHCTEM, 3HATH
3arajibHy CTPYKTYpY CY4aCHUX KOMII'FOTEPIB, OCHOBHI ONEpALiiHi CHCTEMH, BOIOAITH METOAMH Ta CY4aCHUMHU
MPOrpaMHUMH 3aC00aMH JUIS HalaroKEHHsI MporpaM Ta MPOrpaMHHUX KOMILIEKCIB, MaTH JOCBiJ MiATPHUMKH
MPOrpaMHOro MPOAYKTY Mix yac ekcruryarartii [3].

BaxmBUM TpakTHYHMM THTAHHSM € HaJallTyBaHHs, aJMIHICTpYBaHHS 1 ONTUMI3alisl poOOTH
OIEPAIIfHOT CUCTEMH.

HanamryBanus omnepamiiiHoi cucremu Windows Mo)kHa 3ifICHIOBaTH, BHKOPHCTOBYIOYM CTaHIApPTHI
3aco0M, HanpuKiaj, «YnpapiiHHs komn’torepom», «CiyxOm», «llasens ynpasninHs». Ane BOyoBaHi B
ornepauiiHy CHCTeMy 0AaTKH HE HA/IAI0Th MOKIIMBOCTI PO3IIMPEHOr0 KOH(IrypyBaHHs CHCTEMH.

Juisi OiiblI THYYKOrO HANAIITYBAHHS KOPUCTYHOThCS 3O0BHIIIHIM NPOIPAMHMM  3a0E3ICYCHHSM 3
rpadiuaum inTepdeiicom. Ipuknagom takoi nporpamu € yruiita «Tweak XP» ¢ipmu Totalidea Software [4].
Ls mporpamMa € OfHI€IO 3 MPOBITHUX B JAHOMY CETMEHTI PUHKY CIIEIliai30BaHOr0 MIPOrpaMHOro 3abe3rmedeHHsl,

OJIHAK BMMAra€ JIIEH3YBaHHsi, TOMy SIK TPABWJIO BHKOPUCTOBYIOThcs freeware-yrunitu. Taki mporpamu
JIO3BOJIAIOTH 3/IHCHIOBATH KOHQIrypyBaHHS CHCTEMH AOCHTb WIBHAKO i 0€3 OCOOIMBHUX TPYAHOLIIB. OI[HaK
OCHOBHMM HEJIOJIIKOM 3a3HAYEHMX IPOTPAMHUX IPOIYKTIB € iX OOMEXKEHICTh B (PYHKUIOHYBAHHI, y 3B’3KY 3
YMM HEMa€ MOMKJIIMBOCTI OXOMUTH BCi OCOOIMBOCTI HANAIITYBaHHS OIEPaIliiHOT CUCTEMH.

[podeciiinimmm i eheKTUBHIINM croco00M KOH(ITYpYBaHHS OMEpaiidiHOI CHCTEMH € HaJaITyBaHHS
METOJIOM pellaryBaHHSI CHCTEMHOT'O PEECTPY.

Cucremnnmii peectp sBisie C000K0 0asy NaHuX, B SAKIH MICTATHCSA HANAIITYBAHHS ONEPALMHOI CHCTEMH,
TapamMeTpH IIPOrPaMHOr0 3a0€3MEEHHs Ta MEPEXi. BibIn mupoKko TeopeTHyHi BITOMOCTI mojani B kuusi [1].

BincnizxoByBaHHs 3MiH y 0a3i JaHUX HAJIAIITYBAaHb PEECTPY A€ MOXIIHBICTh 31iCHIOBATH ONTHMI3ALIIIO
orepailiiiHol cucteMu, 3axXucT Bix BipyciB Ta back-door momysmis. Jlesiki BipyCHI mporpamu 3HEIIKOIKYIOThCS
MPSIMAM pelaryBaHHSIM CHCTEMHOT'O PEECTPY.

3HaHHS OCOONHMBOCTEH CHCTEMHOIO PEECTPY HEOOXilHI HE TUIBKH JUISL HaJAlUTyBaHH TPOrPAMHOTO
3a0€3MeYeH s | BCTAHOBJICHUX MPUCTPOIiB, & i JUIS MATPMMAHHS Ha HAJIHHOMY DiBHI O€3NEKH KOMII'IOTEpA.
Peectp Hamae MOXIMBICTD YIPaBIATH OOJIIKOBUMH 3alliiCaMi KOPUCTYBAdiB Ta PO3MEXYBAHHIM iX JOCTYIY 10
pecypciB KOMIT foTepa.

MomudikaIiro CHCTEMHOTO PEECTPY MOXKHA 3MIIHCHIOBATH BHKOPHUCTOBYIOUH CHEMianbHI reg-daimm, mo
MICTSTh JTaH1 TIPO CTBOPEHI aIMIHICTPATOPOM HAJIAINTYBAHHS.

ITopiBHSHHS OCOOIMBOCTEH HAaNAMTYBaHHS OIEpaIlifHOl CHCTEMH 3a JIOMOMOTO0 CIICIiali30BaHOr0
MIPOrpaMHOro 3a0e3MeUeHHs] 1 METOOM Oe3MocepeaHBOr0 pearyBaHHs PEECTPY PO3TITHEMO Ha TMPHKIIAI
(dparmenTy J1aboparopHoi podotn Ne2 «HamamTyBaHHS onepamiiHOl CUCTEeMH» 3 TUCHUILIIHU «OmnepamiiHi
CHCTEMM», 0 YATAETHCS TSI CTYEHTIB 4-TO KypCy.

3aBmanHa saboparopHoi pobotu Ne2: IlpoBectm HamamTyBaHHS omepariiHoi cucremu Microsoft XP
Home Edition 3a momomororo yrumitm «Pemakrop namamryBanb Windows v1.08», a Takoxx MeTomoMm
0e3M0CcepenHbOro PEaryBatts PEECTPY 3TiHO HABEACHNX BUMOT. 3JIICHATH MOPIBHAHHS METO/IB BUKOHAHHS
HaJIAIITyBaHb, BU3HAYUTH MIEPEBATH 1 HEMOMIKHA KOXKHOTO 3 METOJIB.

Bumorn (pparmenT):

® HAJAMTYBaTH OMEPAIliifHy CUCTEMY TaKHM YHMHOM, OO0 MpH ii 3aBaHTa)XeHHI Bi0OyBaBCsI 3aITyCK
nomaTtky «Kampkymstopy» (Jutst BCix KOpucTyBadiB cuctemu) (puc. 1).

Buxonyemo 3aBmanHs 3a monomoror yruiith «Pemakrop HamamrtyBane Windows v1.08». 3amyckaemo

porpamy, BUOMpaEMO BKIAAKY «ABTO3aBaHTa)KEHHS» 1 BKA3yeMO IUIAX 10 HEOOXiMHOTO TOIATKY.
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Puc. 1. HanamryBanus «ABTO3aBaHTa)XCHHs» 3a JOIMOMOIoK yTwiith «Pemakrop
HanamryBanb Windows v1.08».

OCHOBHUM HEOIIKOM JaHOTO METOy HaJIAIITYBaHHS € Te, 110 Oe3MMOCcCepeHii MeXaHi3M HaJlallTyBaHHS
olepaIiifHol CHUCTeMH MPHUXOBAaHWH BiJ KOpHCTyBada. B jaHOMy BHIQJKy MOMIIMBOCTI HaJallTyBaHHS
oOMexeH1 (YHKIIIOHATBHUMH OCOOJIMBOCTSIMU ITPOTPAMH.

Bukonaemo TmocraBieHy 3amady 0e3 OyJb-KOrO 30BHIIIHBOIO IPOrPAaMHOTO  3a0e3leyYeHHs,
BUKOPHCTOBYIOUH TUTLKH PEIAKTOP CHCTEMHOTO peecTpy. I 11boro HeoOXiMHO BUKOHATH HACTYITHI il

1.3amyckaemo BOymoBany cucreMHy yruiaity RegEdit.exe, mo 3naxogurscs B qupekropii Windows.

2.Bubupaemo posuin
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run.
3.B manoMy po3iii CTBOPIOEMO PSAAKOBHi mapamerp (puc. 2).
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Puc. 2. HanamityBanHsi ~ «ABTO3aBaHTaXEHHS» 32  JIOMOMOIOK  peaaryBaHHS
CHCTEMHOT'O PEECTPY.

4 Hamaemo  mapamerpy iM’s  BHKOHyBaHoro  (paiina 1  MOBHMH  LUIAX A0  HBOTO
(C:\WINDOWS\system32\calc.exe), sikuii MOBHHEH 3allyCKaTHCh aBTOMATHYHO ITIPH 3aBaHTKEHHI
onepamiiHol CHCTeMH.



Y BUIAaKy, KONH MpOrpamMa MOBHHHA 3allyCKATHCh TUIBKM IPH 3aBAaHTAXCHHI MPOQLIIO MEBHOrO
KOpHUCTYBaua, PAAKOBHIA napamerp NnoTpiOHO CTBOPHUTH B pozmini
HKEY_CURRENT_ USER\Software\M|crosoft\W|ndows\CurrentVersmn\Run

HaBenenuii MeTOJ HaNaIITyBaHHS ONeEpalliiHOl CHMCTeMH Mae psA TepeBar y TODIiBHSHHI 3
BHUKOPHUCTaHHSIM MPOrpaMHOro 3a0e3neueH s pHu BUBYEHHI TeMu «HanamtyBaHHs onepaniiiHoi cuctemu». Lle,
HacamIlepes, MOXKJIMBICTh «TOHKOT0» HaJaIUTYBaHHS OMEpaLiifHOlI CHCTEMH, YOro HE JO3BOJISE JOCITTH KOIHA
i3 crenianmizoBanux yTuiiT. KpiM Toro, OesmocepeqHe peaaryBaHHS CHCTEMHOIO PEECTPY Ja€ MOXIIHMBICTH
MOBHOIO MiIpOI0 TMPOJAEMOHCTPYBaTH CTYJAEHTaM MeXaHi3M (YHKIIOHYBaHHS HalallTyBaHb OIepaliiHol
CHCTEMH.

HabyTti 3HaHHS MO)XXHa BHUKOPHCTOBYBATH IIifi 4yac 3aHATh 3 «CHCTEMHOrO0 MpOrpaMyBaHHS», TakK,
Hanpukiaj, B IDE Delphi 3anecenHs mporpaMu B CIIMCOK aBTO3aIYCKY 3/1iHCHIOETHCSI HACTYITHUM YHHOM:

uses
Windows, Messages, SysUtils, Variants, Classes, Graphics, Controls, Forms, Dialogs,
Menus, ComCtrls, StdCtrls, Spin, ExtCtrls, ImgList, Buttons, Registry;
var
Reg: TRegistry;
begin
Reg:=TRegistry.Create;
t
Reg.RootKey:=HKEY_LOCAL_MACHINE;
If Reg.OpenKey("HKEY_LOCAL_MACH INE\SOFTWARE\Microsoft\
Windows\CurrentVersion\Run', True) then
begin
Reg.WriteString(‘calculator’, * C:\WINDOWS\system32\ calc.exe *);
Reg.CloseKey;
finally
Reg.Free;
end;

B nanomy Bumnajiky 3minHa Reg € 3minHoro kinacy TRegistry.

TakuMm dYHHOM, O3HAWOMJICHHS CTYACHTIB 3 OCHOBAaMH HaJaITYyBaHHS CHCTEMHOTO PEECTPy Ha
J1a0opaTOPHOMY MPAKTHKYMI 3 Kypey «OrepalliiiHi CHCTEMI», HaJla€ MOXJIMBICT, MaOyTHIM OakaigaBpaMm 3a
npopibauM  crnpsamyBaHHsM 6.080201 BukopucTat HaOyTI 3HAHHSA Ta HAaBUYKM TP CTBOPEHHI
CIIEIiaTi30BaHUX IporpaM IS HaJaIITYBaHHs OIEpPAaIliifHOI CHCTEMH B paMKax Jab0opaTOpHOTO MPAKTUKYMY 3
Kypcy «CHucTeMHe porpaMyBaHHS».

Bukopucranus MeTofy 0e3Mocepe/HhOro pelnaryBaHHS CHCTEMHOTO PEECTPY JO03BOINSE 3HAYHO
TTOKpaIUTH €eKTUBHICTh BUBYCHHS TUCIUIUIIHN «OTepalliiHi CUCTEMI», OCKUIBKH € MOXKIIUBICTD B OUTBIITIH
Mipl PO3KPHUTH CyTh MeXaHi3My ()YHKI[IOHYBaHHS OIEPALIHHOI CUCTEMH, & TAKOXK 3a0€3MEUNTH MIKITPEIMETHHIMA
3B’SI30K 3 TUCIUTLIIHOIO «CUCTEMHE ITPOrpaMyBaHHsD».

Bumeonucanuii MeToj CIpsSMOBAaHMK Ha PO3BUTOK Ta (GOpPMYyBaHHS AOCHITHUIBKUX YMiHB Ta yMiHb
BHOOPY ONTHUMAJIBHUX PIIlICHB 1 3a0€3MeueHHs 3HAYHUM 00 €MOM SIKICHHX Bigomocteit [2].
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